Recruitment Privacy Notice
Théng bdo vé bio mt trong tuyén dung

In order to proceed your job application with Asphalt Distribution Company Ltd (ADCo), please
study this Recruitment Privacy Notice (the “Notice”) thoroughly before providing your personal
data. The company commits to protect your personal data in strict compliance with the relevant
laws.

Truée khi giri ho so g tuyén vao Cong ty Cung ieng Nhiea dwrong (ADCo), xin vui long doc ky
Théng bdo Bdo mdt trong Tuyén dung nay ("Théng bdo") trude khi cung cap dit liéu cd nhdn ciia
ban. Cong ty cam két bao vé dir liéu ca nhén cia ban theo quy dinh nghiém ngat cua cac ludt lién
quan.

1. Objectives of collection, use and disclosure of Personal Data / Muc tiéu cua viéc thu
thap, swr dung va tiét 1o Dit liéu Cd nhdn

ADCo would need to collect, use and disclose your personal data in these objectives : (1) to verify
your identity and all of the information that you have given to ADCo; (2) to assess your
qualification against the selection criteria of the job position that you are applying for; and (3) to
contact and coordinate with you during the recruitment process.

ADCo sé can thu thap, su dung va tiét 1 dir liéu ca nhan ciia ban trong cac muc tiéu sau: (1) bé
xdc minh danh tinh ciia ban va tat cd cdc théng tin ma ban di cung cap cho ADCo; (2) Pé danh
gid trinh d ciia ban so véi tiéu chi lwa chon cia vi tri cong viéc ma ban dang iing tuyén; va (3)
Pé lién hé va diéu phoi véi ban trong qud trinh tuyén dung.

2. Source of Personal Data and categories of collected personal data / Neuon di lidu cd
nhan va cdc loai div liéu ca nhan dwoc thu thap

In the recruitment process, ADCo may collect and receive your personal data from various
sources :

(1) Directly received from applicants in application form, resume, verbally informed over
the conversation or interview with ADCo

(2) Indirectly as shared / transferred from recruitment agency or your agreed referees, that
you may give consent to them to disclose your personal data to ADCo; and

(3) From any third party, that you have allowed to be your referees and ADCo could contact
them for additional information.

Trong qud trinh tuyén dung, ADCo cé thé thu thdp va nhén dit liéu cd nhén cia ban tir cdc
nguon khdac nhau:

(1) Truc tlep tir cdc g vién qua mau don iing tuyen so yéu Iy lich, hodc théng tin cung cdp
triec tiép trong cudc tro chuyén hay phong vin véi ADCo.

Reference : Tipco Asphalt Group’s Privacy Notice 2024 (TBR-SPP-R-PP05 rev.1)



(2) Gidn tiép théng qua viéc chia sé/chuyén sang tir cong ty tuyén dung hodc cdc nguoi gidi
thiéu ma ban da dﬁng v cho ho tiét 16 dir liéu ca nhén cia ban cho ADCo.

(3) Tir bat ky bén thir ba nao ma ban da cho phép lam nguwoi gidi thiéu, va Nhém ¢ thé lién
hé véi ho dé ldy thém théng tin.

Categories of your personal data that shall be collected, used and/or disclose during the selection
and recruitment processes:

(1) General Personal Information : Full name, identification card number, photo, personal
identification document issued by the Government

(2) Contact Information : Address, phone number, email address, and social media
information

(3) Personal attributes — date of birth, age, marital status, interest, attitude; and also personal
qualification e.g.,education background, work experience, skills, language proficiency,
and any other verification documents and, in particular the National Credit Bureau
(NCB) status of qualified candidates.

Cdc logi dir liéu cd nhan cua ban sé dwoc thu thap, su dung va/hodc tiét 16 trong qua trinh lva
chon va tuyén dung bao gom:

(1) Théng tin cé nhdan chung: Ho tén day du, sé chimg minh nhédn dan, anh, gidy to- ity than
do nha nude cdp.

(2) Théng tin lién hé: Pia chi, sé dién thoai, dia chi email va théng tin trén cdc phwong tién
truyén thong xa héi.

(3) Cdc théng tin cd nhan - ngdy sinh, tuéi, tinh trang hén nhén, sé thich, thai do; ciing nhie
cdc bang cdp, kinh nghiém lam viéc, ky nang, trinh dé ngoai ngit, va cdc tdi liéu xdc
minh khac, dac biét la tinh trang tin dung cua cac wng vién du tiéu chudn.

In particular job positions, ADCo shall need to verify additional personal data from candidates
because of the need to assess specific qualification and compatibility to the job, to preserve our
legitimate interest of ADCo or of other persons. This shall means collection of sensitive personal
data, including, without limitation criminal records and health check information (as well as any
disability), upon your consent that we shall request according to attached consent form.

Déi véi mot sé vi tri cong viéc cu thé, ADCo sé can phai xac minh thém dir liéu ca nhan tu cac
ing vién do nhu cau ddanh gia cdc tiéu chudn va tinh phit hop cu thé ciia céng viée, dé bdao vé lpi
ich hop phdp ciia ADCo hodc ciia nhitng nguoi khdc. Diéu nay sé dong nghia véi viéc thu thdp
dit liéu cd nhdn nhay cam, bao gom, nhing khong giGi han 6, ho so/ Iy lich tw phdp va thong tin
kiém tra sirc khée (ciing nhw bat ky khuyét tdt ndo), theo sw dong y ciia ban ma chiing t6i sé yéu
cau theo mdu dong y dinh kem.

3. Legal basis for collection, use and disclosure of Personal Data/ Co s¢ phap Iy cho
viéc thu thap, sw dung va tiet 1o Dir lieu Ca nhan
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ADCo only processes your personal information as it is necessary for the scope set out in the
recruitment and selection processes, based on the legal basis Statement, as follows:

ADCo chi xir Iy théng tin cd nhén cia ban khi diéu nay la can thiét cho pham vi dwoc néu trong
cdc quy trinh tuyén dung va lya chon, dua trén co so phap ly dwoc néu nhw sau:

Legal Basis/Co s& phap ly

Detail/Chi tiét

To comply with the duties
under the relevant laws or
regulations to which ADCo is
subject

Pé tudn thii cdc nghia vu theo
cac luat hoac quy dinh lién
quan ma ADCo phai tudn thu.

To ensure ADCo’s compliance to related laws or
regulatory obligations ADCo is subject to

Pé dam bdo rang ADCo tudn thi cdc ludt hodc nghia
vu phap Iy lién quan ma ADCo phai tudn thu.

To preserve the legitimate
interest of ADCo or other
persons or juristic persons.

Dé bao vé lgi ich chinh dang
cua ADCo hodc nhitng nguwoi
hodc phap nhan khdac.

The use of your Personal Data is necessary for the
legitimate interest of ADCo or other persons or juristic
persons, which is not lessened than the Data Subject’s
basic right in personal data, for example — to observe
and monitor security and safety of ADCo’s premises

Viéc sir dung Dir lieu Ca nhdn cua ban la can thiét cho
loi ich chinh dang cua ADCo hodc nhitng nguoi hodc
phdp nhdn khéc, khéng giéi han ¢ quyén co ban ciia
Chui Dir liéu doi véi dit liéu cé nhén, vi du nhu - dé quan
sat va giam sdat an ninh va an toan cua cdc co SO cua
ADCo.

To protect or prevent risks to
someone's  life,  physical
wellbeing and health -- Vital
interests

Dé bdo vé hodc ngdn ngira cdc
rii ro doi véi s song, sirc
khée thé chat cia ai do - Loi
ich thiét yéu.

When it is necessary to protect or prevent risks to vital
interest of person(s) such as linkage to mobile
application under the government’s pandemic control

Khi viéc ndy la can thiét dé bao vé hodc ngdn ngira cdc
rii ro doi véi loi ich thiét yéu ciia nhiéu nguwoi, vi du
nhu viéc lién két véi vmg dung di dong thuée chwong
trinh kiém sodt dich bénh ciia chinh phu.

To take steps at your request
prior to entering into a contract
and to perform contractual
obligations between you and
ADCo

bé thuc hién cdac buoc theo
yéu cau cua ban trueoc khi giao

To enable ADCo to perform tasks necessary and may
be beneficial to you prior to entering contractual
obligation with ADCo such as an employment contract

Pé chg phép ADCo thuc hién cac nhiém vu can {hiét va
co the mang lai loi ich cho ban trudc khi giao ket nghia
vu hop dong voi ADCo, chang han nhu hop dong lao
dong.
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ket hop dong va thuc hién cac
nghia vu hop dong gitva ban va
ADCo.

To proceed services under | To collect, use or disclose your personal data under
your explicit consent (as | your consent we obtained after notifying the purpose of
required by law only) collection, usage or disclosure to you.

Dé tién hanh cac dich vu theo | Pé thu thap, sw dung hodc tiét 19 dir lidu cd nhan cia
sw dong y ro rang cua ban (chi | ban theo sw dong y ma chung toi da nhdn dwoc sau khi
khi ludt phap yéu cau). thong bao cho ban vé muc dich thu thdp, sw dung hodc
tiét 19.

4. Personal Data Security / Bdo mdt Dir liéu Ca nhan

ADCo have adopted personal data security measures by authorization of access restrictions to
specific personnel or who are assigned to access and proceed such data upon purposes informed
to the data subject. We require our personnel to uphold our applicable privacy standards and
preserve the confidentiality of personal data in their responsibility. ADCo’s security measures are
designed to standards in term of both the organizational management and technical management,
and abided to the Personal Data Protection Committee’s requirement.

ADCo dd dp dung cdc bién phdp bdo mdt dir liéu cd nhdn bang cach gidi han quyén truy cdp cho
cde nhdn vién cu thé hodc nhitng nguoi dwge phin cong dé truy cdp va xir Iy div liéu dé theo cdc
muc dich da dwoe théng bdo cho chii thé dir liéu. Chiing t6i yéu cau nhdn vién ciia minh tudn thii
cde tiéu chudn vé quyén riéng tw ciia ching t6i va duy tri tinh bao mdt ciia dit liéu cd nhan trong
trach nhiém cua ho. Cac bién phap bao mat cua ADCo dwoc thiét ké theo tiéu chudn vé ca quan
ly 16 chirc va quan ly ky thudt, va tudn thu theo Ludt bao vé dir lieu ca nhan cua Viét Nam.

Disclosure and Transfer of your Personal Data We shall not disclose your personal data to other
third party unless in necessity to following persons:

(1) to third party service provider providing background check or any service providers
being engaged to provider relating services to ADCo’s recruitment process;

(2) to ADCo’s affiliates that may have the job position that may match with your interest
or qualifications; and

(3) to any reference contact person that ADCo may need to contact with for your reference
check

Chia sé va Chuyén giao Dit liéu Cd nhdn ciia ban_Chiing t6i sé khéng tiét 19 dir liéu cd nhdn

cia ban cho bt ky bén thir ba ndo khdc trir khi can thiét cho nhitng nguwoi sau:
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(1) Cac nha cung ccfp dich vu bén thir ba thuc hién kiém tra hé so cd nhan hodc bat ky
nha cung cdp dich vu nao dwoc tham gia dé cung cdp cdc dich vu lién quan dén quy
trinh tuyén dung ciia ADCo;

(2) Cdc cong ty lién két cia ADCo c6 thé ¢6 vi tri cong viéc phit hop véi sé thich hodc
nang lyc cua ban; va

(3) Bdt ky nguwoi lién hé tham khdo ndao ma ADCo cé thé can lién hé dé kiém tra théng tin
tham khéo vé ban.

In the event that your personal information is to the third party, either in the informed purpose,
contractual purpose, or other agreements, we will comply with personal data protection laws and
take reasonable measures to ensure that your personal data is protected.

Trong triwong hop théng tin cd nhan cia ban dwege chuyén cho bén thir ba, bat ké la vi muc dich
diege théng bdo, muc dich hop dong hay cdc théa thudn khéc, ching téi sé tudn thi cac ludt vé
bao vé dir lieu ca nhan va ap dung cac bién phap hop ly dé dam bao dit liéu cé nhén cia ban dwoc
bdo vé.

4. Data Retention Period/ Thoi han lwu triv dir licu

Except you have expressed the explicit request to ADCo to delete or destroy your personal
data and documentation right away, ADCo reserve the right to store your personal data for 5 years
from when the data subject has declared intension to apply for the job in our selection and
recruitment processes of ADCo.

Trir khi ban co yéu cau roé rang voi ADCo vé viéc x6a hodc huy bo dir liéu ca nhan va tai
liéu ciia ban ngay ldp tirc, ADCo ¢6 quyén luu trit dit liéu cd nhén ciia ban trong 5 ndm ké tir khi
chii thé dir liéu da tuyén bé y dinh vmg tuyén vdo cdc quy trinh tuyén dung ciia ADCo.

We have in place an audit system for the deletion or destruction of personal data when the
retention period has expired or is unrelated to or beyond the necessity for the purpose for which
personal data was collected.

Chung t6i d thiét 1ap mot hé thong kiém tra dé x6a hodc hily bo dit liéu ca nhan khi hét
thoi han luu trlt hoac khong lién quan dén hodc vuot qué sy can thiét cho muc dich ma dit liéu ca
nhan da dugc thu thap

5. Your Rights as a Data Subject under the Personal Data Protection Act / Quyén ciia
ban véi tw cach la Chii thé Dir lidu theo Luét Béo vé Di lieu Cd nhén

ADCo respects your right as the data subject under the relevant laws and you shall be
entitled to contact ADCo to exercise your statutory rights, including (1) right to withdraw consent;
(2) right to access and request for copy of your personal Data; (3) right to revise; (4) right to data
portability in cases ADCo enables the personal data in a generally-readable format; (5) right to
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transfer or send the such format of data to other data controller; (6) right to object to the personal
data process; (7) right to request for deletion or de-identification of your personal data when there
1S no necessity to process; (8) right to request to suspend the use of Personal Data; or (9) right to
file a complaint in the event of violation of your personal data processing.

ADCo tén trong quyén ciia ban véi tw cach la chii thé diF liéu theo cdc ludt lién quan, va
ban ¢ thé lién hé véi ADCo dé thuc hién cdc quyén theo quy dinh, bao gom: (1) quyén rit lai st
dong ¥; (2) quyén truy cdp va yéu cau sao chép dir liéu cd nhan cia ban; (3) quyén sira doi; (4)
quyén di chuyén dir liéu trong truong hop ADCo cho phép dit liéu cd nhén & dinh dang cé thé doc
dwege; (5) quyén chuyén hodc giri dinh dang dit liéu d6 cho b diéu khién dir liéu khéc, (6) quyén
phan d@oi viéc xir Iy di liéu cd nhan; (7) quyén yéu cau xéa hodc lam an danh dir liéu cd nhéan khi
khéng con can thiét xir Iy, (8) quyén yéu cau tam ngieng viéc sir dung Dit liéu Cd nhdn; hodc (9)
quyén ngp khiéu nai trong truong hop vi pham viéc xir Iy dit liéu cd nhan cia ban.

You can contact ADCo for any query or the exercise of any rights at:
Ban ¢6 thé lién hé véi ADCo dé gidi dap bat ky cdu héi hodc thue hién bat ky quyén nao:

» Data Protection Officer: DPO (Chuyén vién bdo v¢ dir li¢u) - Mr. Nhu Dinh Hien |
Email : Hien.NhuDinh@adco.com.vn

» Data Protection Officer (Chuyén vién bao v¢ dit li¢u) - Mr. Bui Thanh Hai | Email :
Hai.BuiThanh@adco.com.vn

« Data Controller — Human resource Management (Chuyén vién kiém soat dir liéu) — Ms.

Hoang Dieu Chi | Email: Chi.HoangDieu@adco.com.vn
Contact Venue/ Dia chi lién hé:

Asphalt Distribution Company Ltd (ADCo)
Address: 14th Floor, Lancaster Luminaire Building, No. 1152 Lang Street,
Lang Ward, Hanoi City, Vietnam

Cong ty TNHH Cung wng Nhwa duwong (ADCo)
VP: Tang 14, Toa nha Lancaster Luminaire, S0 1152 duong Lang, Phwong
Lang , Thanh pho Ha Noi, Viét Nam
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